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In this paper, three main limitations of the classical implementation of the multiple-model adaptive-estimation
method to isolate faults based on predefined fault hypotheses are highlighted. The first concerns the number of filters
that must be designed to span the range of possible fault scenarios, which must be limited due to computational load.
The second limitation appears when an actuator is locked at an arbitrary nonzero position that biases the residuals of
the Kalman filters, leading to inaccurate fault detection and state estimation. Third, most of the implementations of a
multiple-model adaptive-estimation method only work efficiently around predefined operating conditions. This
paper presents a nonlinear actuator-fault detection and isolation system, which properly works over the entire
operating envelope of an aircraft. Locked-in-place and floating actuator faults can be handled. The robustness of the
fault detection and isolation system is enhanced by the usage of auxiliary excitation signals. The fault detection and
isolation system is also capable of handling two simultaneous actuator failures with no increase of the computational
load. The complete system was demonstrated in simulation with a nonlinear model of a model aircraft in moderate to

severe wind conditions.

Nomenclature

control input matrix

aircraft wing span, m

dimensionless roll moment coefficient

dimensionless pitch moment coefficient

dimensionless yaw moment coefficient

mean aerodynamic chord, m

aircraft thrust force along the body x axis, N

= aircraft inertia matrix in the body-fixed frame,
kg.m?

= roll moment, N -m

pitch moment, N - m

yaw moment, N - m

state estimation error covariance matrix

body-axis roll rate, rad/s

probability signal indicating whether actuator k

has failed

= body-axis pitch rate, rad/s

freestream dynamic pressure, N/m?

Sensor noise covariance

body-axis yaw rate, rad/s

residuals generated by the kth (extended)

Kalman filter

controller reference signal

wing area, m?

P sampling period, s

vector of the actuator control command

air speed of the aircraft, m/s

virtual control command, v =[C, C,, Cy]*

estimate of the aircraft state vector

vector of measurements

angle of attack, rad

= sideslip angle, rad
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841 = left aileron deflection, rad
8. = right aileron deflection, rad
ol = left elevator deflection, rad
8p2 = right elevator deflection, rad
3, = rudder deflection, rad
Ok = estimated deflection of actuator k, rad
gk = unknown deflection of a faulty actuator k, rad
P = air density, kg/m?
Subscripts
fisfas....fi = faulthypothesis 1,2,...,1i
nf = no fault
Superscript
b = aircraft body-fixed frame

1. Introduction

EW generations of unmanned aerial vehicles (UAVs) will be

designed to achieve their mission not only with increased
efficiency, but also with more safety and security. Future UAVs will
be operated with algorithms capable of monitoring the aircraft health
and of taking action if needed. Fault-tolerant control systems for
small and low-cost UAVs should not significantly increase the
number of actuators or sensors to achieve the safer operation. The
paper describes a computationally efficient online nonlinear fault
detection and isolation system (FDI) that monitors the actuators’
health without requiring sensors to measure the deflection of the
control surfaces.

II. Multiple-Model Adaptive Estimation Schemes

A. Fault Detection and Isolation Using Multiple-Model Adaptive
Estimation Schemes

One approach to detect and isolate actuator or sensor faults is the
multiple-model adaptive-estimation (MMAE) method [1], as
depicted in Fig. 1. It is based on a bank of parallel Kalman filters
(KFs), each of which is matching a particular fault status of the
system. A hypothesis-testing algorithm uses the residuals from each
KF to assign a conditional probability to each fault hypothesis.
Several papers have demonstrated how the MMAE method can be
used in the context of fault detection and isolation for aircraft [2—4]
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Fig. 1 Classical MMAE scheme.

and underwater vehicles [5]. The main advantage of the method lies
in its responsiveness to parameter variations, leading to faster fault
isolation than that attained by other methods without multiple-model
structure. It also enables the reconstruction of a correct state estimate
even when an actuator or sensor fault occurs, because the estimated
state vector is the sum of each KF estimate weighted by its
corresponding probability.

B. Limitations of the MMAE Method

The MMAE method can be applied in practice as long as the
expected faults can be hypothesized by a reasonable number of
Kalman filters. However, the number of addressable faults is limited
due to the computational load required for each filter.

The method also does not provide satisfactory results when an
actual fault does not closely match a predefined fault hypothesis. This
may occur when an actuator is locked in place at an arbitrary position
that affects the dynamics of the system. Because lock-in-place faults
cannot be predicted, they can have detrimental effects on the filter
performance. Because of the biased residuals, the Kalman filter
provides inaccurate estimates of the state variables, which causes
severe problems with the probability calculation. Therefore, neither
the fault detection nor the fault isolation works properly, and the state
estimation is useless for control purposes.

Moreover, in most of the fault-tolerant applications that use the
MMAE method, the KFs are designed based on a linear model of the
unmanned vehicle operated at some nominal conditions. Very few
papers use the MMAE method in the nonlinear case, when the system
operates over the entire range of possible operating conditions. The
authors of [6] used a multiple-model approach for the sensor fault
detection of nonlinear systems. However, the assumption is made
that the nonlinear system can be approximated by a finite number of
interpolated linear time-invariant models, which constitute the banks
of Kalman filters, for which the residuals are used to determine the
effective operating regime and isolate the faulty sensor. In this paper,
aunique bank of filters is designed, which can operate over the whole
span of the aircraft’s flying conditions.

C. New Extensions to the MMAE Method

To make the MMAE method applicable for any flight conditions
and capable of isolating lock-in-place or floating actuator faults, the
MMAE algorithm is combined with extended Kalman filters (EKF)
used for the nonlinear estimation of some (unknown) fault
parameter: the deflection of a faulty control surface (or actuator). The
resulting method is called “extended multiple-model adaptive
estimation” (EMMAE) [7,8]. In this paper, it is explained why the
online estimation of the deflection of a faulty actuator enables the
EMMAE method to cope with lock-in-place or floating actuator-fault
scenarios and drastically reduces the number of filters needed.

Moreover, this method takes advantage of the estimated faulty-
actuator deflection to reconfigure the settings of a control allocator to
efficiently compensate for the fault. Furthermore, some techniques
were added to enhance the robustness and the performance of the

EMMAE-FDI system when there is very low excitation of the aircraft
during steady flight and to improve the speed and accuracy of the
fault isolation.

Finally, the results of simulations are presented and demonstrate
the complete system on a nonlinear model of an aircraft experiencing
consecutive actuator faults with severe wind disturbance.

III. New FDI Scheme Based on the EMMAE Method
A. Modeling Actuator Faults
A lock-in-place or floating actuator fault in the system can be seen

as if the desired control input §; was disconnected and replaced by a
faulty control signal § ; that takes control over the plant, as shown in
Fig. 2. In a concise manner, the true input of the plant can be written
(9] as u;(t) = 6;(1) + oy, [8;(£) — 8:(r)]. In case of actuator failure(s),
the vector of the (unknown) inputs is §(1) = [g] (?) 52 (t)--- g,,,(t)]T,
o =diag([oa; 04z Oanl), and

o, = 1 if the jth actuator fails
4700 otherwise

In the method presented next, the unknown parameters § ; are
constantly estimated by their respective EKF. The conditional fault-
hypothesis probabilities p; assign the value for oy;.

B. EMMAE Method

The MMAE method is to be made applicable for any arbitrary
lock-in-place faults or uncontrolled varying faults and at all flying
conditions. Therefore, the original MMAE algorithm is modified by
replacing the linear Kalman filters with extended Kalman filters used
as nonlinear estimators of the state vector and a fault parameter:
namely, the deflection of a faulty control surface (or actuator). The
implementation of the EMMAE is depicted in Fig. 3. Contrary to the
FDI designs with the classical MMAE method in which several KF
are designed for several faulty deflections for one actuator, in the
EMMAE method, only one EKF is responsible for completely
monitoring the actuator health. Therefore, the EMMAE method
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Fig. 3 EMMAE scheme: each EKF monitors its assigned actuator.
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drastically reduces the number of filters required for actuator health
monitoring.

The addition of the actuator deflection estimate in the system state
vector enables the EMMAE method to work for all the possible
positions in which an actuator can be locked or floating. To better
illustrate the difference between the EMMAE and MMAE methods,
we recall how the models are defined in the regular MMAE method
[2-5] for an actuator failure. The MMAE considers a bank of linear
models of the form

x = Ax + Bu, y=Cx €))
where each model matches a fault scenario.

For example, the model that describes a failure of the jth actuator
will have its B matrix modified such that the jth column of the B
matrix is replaced by the very same column times a factor A; that
varies from zero (complete loss of the actuator) to one (fully
functioning actuator) [see Eq. (2)]. Any intermediate value of A;
indicates a reduction in the effectiveness of the jth actuator to modify
the dynamics of the aircraft.

x=Ax+ Bju
by o byh; - by "
. : “ee : : (2)
X=Ax+ | by - bjA; by u;
by byjhj -+ byy Uy

If we are to design a filter to detect the failure of the ith sensor, the
ith row of the C matrix will be replaced by the very same row times a
factor A; that varies from zero (total sensor failure such as sensor
disconnection) to one (no sensor failure), as shown in Eq. (3).

y=Cix
. [ x0 ]
C11 Cio = Cip = Cyp !
X2
. . . . (3)
y=| caki cpk Cighi - cip)"i
Xk
Cmi1 Cm2 Cmk e Cmp x
L4 |

However, this kind of approach for the modeling of actuator and
sensor failure is very restrictive. Indeed, in case of a total loss of the
Jjth actuator, the factor A; equals zero. This means that whatever
control input the controller generates for the jth actuator, it has no
influence on the dynamics of the aircraft, and the faulty-actuator
deflection is considered to be zero. Note that if the jth actuator is
actually locked at a nonzero deflection angle, the control signal to the
Jjth actuator has no influence on the dynamics of the aircraft;
however, the faulty-actuator deflection does have an influence on the
dynamics of the aircraft. This condition results in an unknown bias
term that will prevent the jth Kalman filter in the MMAE method
from working properly; therefore, the residuals will be biased, and
the state estimation and the computation of the probabilities will be
incorrect as well.

In the EMMAE method, we not only modify the control input
matrix, but also the dynamics matrix. Indeed, to define a model that
describes a failure of the jth actuator, the jth column of the control
input matrix is zeroed and the state vector is augmented with the jth
actuator deflection §;. The dynamics matrix is also augmented with
the original jth column of the control input matrix. This way, the
control inputs from the controller to the jth actuator are totally

ignored, but the faulty deflection §; that is constantly estimated (§;) in
the state vector contributes to modifying the dynamics of the aircraft
model of the jth filter, yielding residuals that are the smallest for the
filter matching the occurring fault. Let us illustrate how the filters in
the EMMAE are constructed in practice.

IV. Practical Implementation of the EKFs
in the EMMAE FDI

A. Aircraft Configuration

The five control surfaces of the aircraft under consideration are one
left aileron, one right aileron, one left elevator, one right elevator, and
one rudder, as shown in Fig. 4. All actuators are fully independent,
which means that ailerons (or elevators) can individually move up,
down, or together in the same direction. This configuration permits
some pitch torque to be produced with ailerons or some roll torque to
be produced with elevators.

The state vector of the FDI filters is chosen to take only the most
relevant states to reduce the computation load when running the
EKFs. The state vectorisx =[p g r o B]”. The control vector for
the aircraftis u =[5, 8,, 8, 8., 8, Frl'.

a, Ye

B. Aircraft Nonlinear Dynamics

Among the nonlinear equations that describe the dynamics of the
aircraft, those involving the turn rates are of high interest. They show
the explicit relationship between turn rates and the torques applied to
the aircraft (i.e., L, M, and N, expressed in the body axes x,, y,,, and
z,, of the aircraft):

p L1 [p p
g | =1" M| —|q|xI|gqg “)
r N r r

In the context of this paper, the aircraft is a small unmanned aerial
vehicle for which the aerodynamic moments were modeled as
follows [10]:

L= éSbCL((Sala(SaZ’ 86175827 p,r, ,3)
M= éSECM(Sal’ 5a2~ 8e17 8()27 o, q) (5)
N = ngCN(galv 8(12’ 8917862’51" ﬁv }’)

where g = pV2/2 is the dynamic pressure.
The aerodynamic derivatives are expressed as a linear
combination of the state elements and control inputs as

Cr=Cr,8a+Cpr,80+Cp, 801+ Cp 80+ CpLsp+CriT+Cprgp
Cy =Cr1py 801 + Ca 842+ Car, 8ot + Cag 802 + CiargG + Copet

Cy= CN),-,.(Sr +Cpif + CNﬂﬂ (6)
with
. bp . cq . br
= =— = 7
P=sv, 173y, "oy, @

The last two nonlinear differential equations concern the angle of
attack o and the sideslip angle B as follows:

. 0 qS
G~ +i{1 + 2 (1cy, + Cplo+ Cz.)}
Vr mg
e ®)
pr—r+ Tl
T

rudder: 6,
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/

Fig. 4 Aircraft configuration.
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with the drag derivative Cy,, the side-force derivative Cy, and the lift
derivatives C; and C,, are constants (also see Table Al in the
Appendix). The inertia matrix is

IX.X 0 IXZ
I=lo0 1, 0
L, 0 I,

and the measurement vectorisy=[p g r a BJ’.

C. Extended Kalman Filter Equations

The extended Kalman filters are designed based on a set of
continuous nonlinear differential equations that describe the plant
under consideration [11] as follows:

x=f(x,u) +w 9)

where x is the system state vector, u is the control vector, f(x) is the
set of nonlinear functions of this state vector, and w is random zero-
mean process noise. Equation (9) is first linearized around the current
operating point and then discretized using the Euler integration
method. Note that the Euler integration method is also used for the
simulations presented in the following sections. The discrete
equations are expressed in state-space form as

X1 = GeXi + Gy + wy (10

where the state vector x; is evaluated at the discrete time instant
t, = kT,, with T, being the sampling period of the system. The
control input vector at time step k is #,,, and the discrete random zero-
mean process noise w; is used to describe uncertainties in our model.

Finally, the discrete form of the measurement equation, either a
linear or nonlinear function of the states, is y, = h(x;) + v;, where
v, is a discrete zero-mean random process described by the

1) The Kalman gains are computed as
L,=Py H[[HP, H] + R, ;]

and are a function of the last propagated state error covariance matrix
P~ and of the measurement noise covariance matrix R, ;.

2) The measurement update of the state estimate is the sum of the
last extrapolated state estimate £y;_; plus the Kalman gain times a
residual made of the difference between the measurement vector y,
and the estimated measurement vector (X, ), where k() is the set
of continuous nonlinear measurement equations, yielding

X e = Xemr + Lilye — B(Egper)]

3) The update of the state error covariance matrix P can be
recursively computed as a function of the last predicted state error
covariance matrix P y,_; and the last computed Kalman gain L ; as
Pk\k =[I- Lka]Pk\k—l-

4) The propagation forward of the state error covariance matrix is
Pk+1|k = ¢kPk\k¢Z + R,

5) The propagation forward of the state estimate does not have to
be done with the transition matrix ¢, butinstead it is done directly by
integrating the actual nonlinear differential equations forward at each
sampling interval.

If the Euler integration technique is used, the extrapolated state

estimated is computed with X, =Xy + T, where the
derivative is obtained from £y = f(Xy)-

D. Designing the EKF for the No-Fault Scenario

The continuous system dynamics matrix for the no-fault filter
F, (k) evaluated at time step k can be explicitly derived from the
nonlinear model as

1.SK’Cr; = Ny —N, Ny (I.Cri—1.Cy9)S*> = | N, SblI;Crp—I:Cypl =
2D, Vp q_D_]q D, p+D_1r 2D, Vr Q+D_lq 0 D, 4
Lo—L. . 2L, SE2Cy; = Lol 2 SeCyy =
= 2 La—le ) 2 S¢Cya 0
® I, T, P 21, 4 L, P71, 1, 4
F (k)= | -1.s0%Ci, -  n N N (L Crit L Cap)SH® = | N, bl Crp—Li:Crp)] = (11)
nf Xz Lp N3 N3 Ny CritlaCni Ny DOV ax P NB™ e - LB
w4 +tpd prtor D + 54 0 D q
0 1 0 PVrSCr 0
2m
0 0 -1 0 PVrSCy1 .
2m X f(k|k)

measurement noise covariance matrix R, ; = E{v,v!} and consists
of the variances of each of the measurement noise sources. The
discrete transition matrix ¢, is approximated by ¢, ~ I + F(k)T,,
where the continuous system dynamics matrix F(k) is obtained by
linearizing the continuous nonlinear equations and is evaluated at the
latest available state estimate Xy, according to

of (x,u)

Fy= ax

X=Xy, U=uy

Similarly, the continuous measurement matrix H (k) is computed by
linearizing the (possibly nonlinear) set of continuous measurement
equations & (x) and is successively evaluated at the latest available
state estimate X;;_; according to

h(x)

H (k) =

Xklk—1

The equations used in the extended Kalman filters are described next
[1112]:

with D] = Ixxlzz - I.%z’ Nl = Ixz(lx)r - Iyy + 121)9 N2 = Iyylzz_
I%z - 1721’ and N3 = IAZ‘Z - Ixxlyy + I;%x-

The discrete transition matrix for the no-fault filter is calculated
with ¢y, =1+ F,;(k)T,. We also compute the control input
matrix of the no-fault filter G yz(k) as follows:

Gn f (k)
SbI..Cay = Sbl..Cray = SbI..Cpe, =  SbI..Cpe, - —Sbl:Cyy, -
D D, D o 4
S§cCyay ~ ScCray ~ ScCype; ~ §cChe, — 0
I, I, I, I,
=| =Sbl,.Cpay = —Sbl:.Cray = —Sbl,:Cpe, = —Sbl,.Cpe, — SblCyy —
D, D, D, 9q D, D, 4
0 0 0 0
0 0 0 0 0 i
(12)

The discrete control input matrix for the no-fault filter is obtained
with Gk.nf = an(k)TS
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E. Augmenting the State Vector with the Faulty-Actuator k41 ) k 0hHG
Deflection §; J_c( ) = F) G0 f( ) + 3(k)
Si(k+1) 0 1 §,(k) 0

The state vector of the ith filter is augmented to monitor the
occurrence of the ith actuator fault. The deflection of the failed
actuator is included in the state vector in a way to be estimated by the
EKF. Therefore, the state vector for each filter i is

13)

The augmented state vector leads to the following state-space
equations for each filter i

x(k)

y(0) = [H®) O]|:(§A(k)

)

F. Designing the EKF for the Case of a Failure on Aileron 1

To provide an example of how to derive the matrices for the EKF
corresponding to the scenario of a lock-in-place or floating actuator
failure, we will consider the filter that monitors the health of
aileron 1:

[ rsb2Cs - - ) 1,,C1i—1,.Cy:)SH? = Sbll,Crp—ICxngl = SbL.Cra = |
2DIVTIP _IT\)]_tq Dl,]p—’_[[\)]_;r {; LZD.VTN) Q‘f’g—fq 0 L]/;I Nﬂq DILI
Ly—1: 21, SCug = Ly—1: 2, SeCyy = S¢Cua; ~
L, '—1,P 2VTI’:I:7 -, PTO, T 1,:” 0 1)7 :
—1eSH2Cup - 1, Cpy+1, Cni)SB = bl Cyp—Li:Crpl = —SbleCray =
Fo, (0= 552d+5ta p+yr SOpllniging o SHetwouly g @D
0 1 0 S 0 0
0 0 ~1 0 S 0
L 0 0 0 0 0 1 21 (klk)
_ _ G, (k)
z(k+ 1) = f,lz;(k), 8(H)] + wy, yi(k) = hlz;(k)] + v, al
r Sbl..C, - Sbl..C, — Sbl..C, - —Sbl.C, -]
(14) 0 2z~ Lay zz-Ley 2z -Ley xz = Ng,
SiChuy - SiCwy - SiCu, - o
h 0 I,, n, 4 I,, 0
where _ ~SblChay = =SbLiCrey =  =SbLCrey = SBLuChy -
Tlo T LT LT T
Sflzi(k), (k)

1 fath.a00) = {00 15) 0 0 0 0 0
! LO 0 0 0 0 daw
(22)

The linearization of the dynamics matrix yields

0]
z.=2;(klk)

with G® representing the ith column of the matrix G. The input
matrix becomes

F(k) G9(k)
0 1

a
F (k) =5 f.lz:(k).8(k)

2i (=2, (k|k)

a
G (k)= ﬁfz,-[zi(k)s 8(k)]

(O.i)G(k)
e o

with @) G representing the matrix G with the ith column set to zero.
The linearization of the measurement matrix is

9
H _ (k) =~ hlz,(0), 8(0)] =[Gk C5 (] a8)
dz; 2i(0=2(Klk—1)
where
]
C.k) =7 hlz;0)  =H®
) zi()=2;(k|k—1) 19)
C; (k) = — h[z,(k =0
0 =g bzl

Using Eqgs. (13-19), the linearized system evaluated at each sampling
time can be written as

G. Computational Complexity

Let us denote by N the number of actuators that are monitored by
an FDI system. In the classical implementation of an MMAE FDI, for
each actuator £, filters are to be designed for k different possible
positions of the failed actuator. Therefore, a number of kN + 1
Kalman filters are required (41 refers to the no-fault filter). If the
appearance of a second fault is to be checked as well, then a new bank
of Kalman filters has to be reloaded, based on the knowledge of the
first fault that occurred. In total, Nk + 1 + (N — 1)kN = N%k + 1
Kalman filters must be designed.

One major advantage of the EMMAE-FDI method presented in
this paper over classical MMAE schemes is that it requires only one
filter to completely monitor one actuator. Any possible actuator-fault
scenario is taken into account by only one filter. Therefore, for the
monitoring of a single actuator fault, a number of only N + 1 filters
are required with the EMMAE-FDI method. For the monitoring of a
second actuator fault with the EMMAE-FDI method, no other bank
of filters has to be loaded. Indeed, if actuator i fails, it suffices to feed
all the other filters with the estimate of the faulty control surface

deflection §; instead of the input ;. Thus, again only N + 1 filters are
needed with the EMMAE-FDI system to detect and isolate a second
fault after a first actuator fault has been introduced.

As a simple example, our UAV is equipped with five actuators.
The classical MMAE scheme designed for three possible faulty
deflections per actuator requires 16 filters, whereas the EMMAE
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method needs only six filters for lock-in-place and floating actuator-
fault scenarios.

Finally, the choice of the state vector x=[p ¢ r o B §]"
minimizes the number of relevant state elements for the satisfactory
operation of the filters, thus limiting the number of computations
required for the EKFs. Indeed, in previous works [7,8], up to nine
states in the state vector had to be used.

V. Actuator-Fault Isolation

A hypothesis-testing algorithm uses the residuals and the state
error covariance matrix from each EKF to assign a conditional
probability to each fault scenario. The estimated state vector of the
system is the sum of the state vector of each EKF weighted by its
corresponding probability:

ik =D & [k].pilK]

where X;[k] is the state estimate computed by the EKF that assumes
the fault scenario 6;. The index i covers all the fault scenarios
implemented, including the no-fault case. By p;[k], we denote the
probability that the ith fault scenario is occurring. Now the main
difficulty is in computing the online probability p;[k]. To determine
which fault-scenario the actual plant is the closest to, we must
consider the measurement data from the sensors. The last available
measurement vector is y[k]. We also define the sequence of the last
measurement vectors as Y, = {y[k], y[k — 1],..., y[0]}. The fault
probability p,[k] can be expressed as the a posteriori conditional
probability p;[k] = p(6 = 6;]Y,); that is, the probability that the
actual plant can be categorized in the scenario 6;, given the sequence
of the last measurements Y :

ply =y =0, Y, )]plk—1]
o Ply =310 =0;,Y,_)]p;[k — 1]
(23)

pilkl = pl(0 = 0)|Y,] =

We now derive an explicit formula for the term
pl(y = y)|(6 = 6;,Y,_,)], which corresponds to the probability of
obtaining the measurement data y[k] at time 7, = kT, assuming that
scenario 6; exists and given the sequence of the last measurements
Y,_,. (The last measurement data available, y[k], are sometimes
written as y;.) The probability density is chosen to be a Gaussian
function [12] with its characteristic bell-shaped curve according to
the following formula:

kTP ek

PO =IO =6, Y, )] =hKe " 4
with
NI
@n)"2|Pifk]|?
where | .. .| denotes the determinant of the matrix, m represents the

measurement dimension, and P;[k] is the residual covariance matrix
calculated at time step k in the ith extended Kalman filter. The term
r;[k] corresponds to the residuals of the ith extended Kalman filter,
when the measurement update step occurs according to the equation
ri[k]=y;—h(x[k|k—1]). The probability p[(y=y,)|(0="0;,Y;_)]
is given by f[r; = r;[k]|(60 = 6;, Y,_,)], with the probability density
defined as a function of the residual r; with

1 ey

Q)PP ¢

fIril(0=0..Y,_)] =

Therefore, the filter that corresponds to the fault scenario produces
avalue y;[k] = h[x;(k|k — 1)] that is very close (apart from noise) to
the actual value of the measurement data y,. This means that the
conditional probability p[(y = y,)|(0 = 6;, Y,_,)] is the highest for
the filter matching the fault scenario. By examining the probabilities,
we can determine which is the health status of the system. It is either

the no-fault case or a case in which an actuator is locked-in-place or
floating.

VI. Simulation Results of the Performance of the
EMMAE FDI with no Supervision System

A. Simulation Conditions

To obtain realistic simulations, the sensor measurements are
corrupted by zero-mean white Gaussian noise corresponding to
typical specifications of low-cost sensors. For the turn rate sensors,
the standard deviation is o, ,, =5 deg /s = 0.0873 rad/s, which
corresponds to a noise covariance of R,, , , = 0.0076 x I5[rad*/s?].
For the airflow angle sensors, the noise standard deviation is
O p =2 deg=0.0349 rad, with a noise covariance of R,g=
0.0012 x I, [rad?]. The airspeed sensor noise has a standard
deviation of oy, =1 m/s, with a noise covariance of Ry, =
1 m?/s2. Poor sensor quality adversely affects the FDI reliability.
When there is little excitation and when the faulty-actuator deflection
is close to the trim conditions, it becomes even more difficult to detect
an actuator failure. Indeed, due to large-sensor noise, the control
signals (see Fig. 5) become noisy as well, which reduces the
difference between the actual faulty-actuator deflection and its
corresponding control signal. The larger this difference, the easier it
is to detect the fault. The EKF process noise covariance matrix and
the sensor noise covariance matrix are selected as follows: R, =
0.002 x I5 and R, = diag[0.1 x I; 0.02 x I,].

An actuator fault is declared valid if the corresponding fault
probability exceeds 90% for a certain amount of time. A fault is
declared removed when the corresponding fault probability is below
5% for a certain amount of time.

Finally, to prevent the possibility that the recursive computation of
the fault probability [see Eq. (23)] stays at zero forever as soon as the
probability reaches zero, the lower bound of each probability is set to
0.001.

The hypothesis testing uses a Gaussian density function, which
assumes that the residuals from the EKFs are Gaussian-distributed.
When this is not the case, there is a little inconsistency with the
application of the theory. However, assuming that these residuals are
Gaussian-distributed is still reasonable, especially when the aircraft
dynamics are slow. A Gaussian density function was chosen for
simplicity, because it is entirely defined by the two parameters
computed by the EKFs: namely, the residual vector and the state error
covariance matrix. If another probability density function would be
known, then Eq. (24) could be changed accordingly.

The scenario to test the fault detection method is chosen to put the
FDI in the most difficult conditions, which are those of minimum
excitation of the system. This is achieved when the aircraft is flying
straight and level (no maneuvers and no wind) at a constant speed of
30 m/s. The actuator faults are simulated by blocking the control
surfaces close to the trim deflections corresponding to straight level
flight conditions, because those faults are harder to detect and to
estimate. For example, the ailerons and the rudder will fail close to
the neutral deflection, and the elevators will fail close to —2 deg. The
fault detection with the EMMAE method is tested on a 6-DOF
nonlinear aircraft model of a UAV currently in use at the laboratory.
Simulations were performed in Matlab/Simulink on closed-loop
control architecture, with a nonlinear autopilot that regulates the
speed, altitude, and attitude of the aircraft. The EMMAE-FDI system
is therefore composed of six EKFs, one for monitoring the no-fault
case, two for monitoring each aileron (one on the left and one on the
right wing), two EKFs for monitoring each of the two independent
elevators, and one EKF for the rudder.

A sequence of consecutive faults is generated. From
10 s < 1t <40 s, aileron 1 fails and is locked at —1- deg deflection.
For 70 s <t < 100 s, aileron 2 fails and is “floating” between the
two positions —1deg and 1 deg in a square-wave fashion. For
130 s <t <160 s, the rudder fails and is locked at —1deg. For
190 s <1 <220 s, elevator 1 gets locked at —1deg. Finally, for
250 s <t < 280 s, elevator 2 is floating between two uncontrolled
positions —0.5 deg and —3.5 deg in a square-wave fashion.
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Fig. 5 Control signals and actual actuator deflections.

After this sequence of faults, the aircraft continues to fly straight
and level, and no more faults are introduced.

B. Comments on Simulation Results

Figure 6 shows the results obtained by the FDI system after the
sequence of faults. The top plot, labeled “No-fault,” has a probability
of 1 when the EMMAE-FDI system does not detect any fault in the
aircraft. An actuator fault is declared valid if the corresponding fault
probability exceeds 90% for a certain amount of time. A fault is
declared removed when the corresponding fault probability is below
5% for a certain amount of time.

‘When aileron 1 fails at = 10 s, the no-fault filter needs about 6 s
for its probability to go down to almost zero, which means that a
failure occurred somewhere. After the aileron 1 fault is introduced,
both probabilities for ailerons 1 and 2 to fail (Pbaf1 and Pbaf2) start
rising at t=11.5s. At t=17 s, the FDI begins to distinguish
between the two ailerons that have failed and Pbaf2 returns to zero,
whereas Pbafl rises up to 90% at t = 34 s. Therefore, it took 24 s for
the FDI to indicate that aileron 1 is experiencing a failure. At = 40s,
the fault of aileron 1 is removed and the actuator behaves normally
again. Figure 6 shows that the probability Pbafl, indicating whether
aileron 1 fails, decreases slowly and reaches zero again after 10 s,
whereas the no-fault probability rises accordingly. It thus takes 10 s
for the FDI to indicate that the fault has been removed.

AsFig. 5 shows, att = 70 s, aileron 2 fails and has an uncontrolled
square-wave motion between —1 and 1 deg. Figure 6 shows that the
FDI takes 2 s to detect that there is a failure somewhere in the system
(see the drop of the no-fault probability at t = 72 s). However, we
observe an ambiguity between the two ailerons for a few seconds
before the probability Pbaf2 finally reaches 90% at r = 80 s. At
t = 100 s, the fault of aileron 2 is removed and this actuator behaves
normally again. However, the FDI is not capable of quickly detecting
that the fault has been removed,; it takes about 30 s to do so.

For the rudder, the fault is introduced at r = 130 s and is isolated
by the FDI system at t = 139 s when Pbaf5 exceeds 90%. The fault
removal is detected in less than 5 s. It takes less time to isolate a
rudder fault and detect its removal, because there is only one rudder,
unlike the other actuators that are redundant (two ailerons and two
elevators). Therefore, a malfunctioning rudder cannot be
compensated by a redundant rudder, thus resulting in no actuator-
fault ambiguity.

The introduction of the elevator 1 fault at # = 190 s is isolated by
its corresponding filter (probability signal Pbaf3 exceeding 90%) at
t =198 s. After the fault removal, the FDI system takes 10 s to
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Fig. 6 Probabilities from each filter of the EMMAE FDI after a
sequence of faults.

indicate the fault removed. We observe the same kind of behavior for
elevator 2 as for elevator 1. Finally, after the last fault has been
removed, 22 s are needed by the FDI system to slowly build up
probability in the no-fault filter to indicate that there is no more fault
detected in the system.

C. Remarks on the First Attempt of Using the EMMAE-FDI System

The results plotted in Fig. 6 indicate that the current
implementation of the method is able to detect the fact that a
failure occurred, even in a very low-excitation case, but it could not
quickly and reliably tell which actuator experienced the fault. In
cases of redundant actuators having the same influence on the aircraft
aerodynamics, the EMMAE method has difficulties quickly
resolving ambiguities between redundant actuators when they
cannot be properly excited. It appears that failures of actuators near
trim deflection are more difficult to detect and isolate.

Moreover, whenever a fault is removed, the EMMAE method
alone requires a long time to detect that fact. It is critical, however,
that the FDI can quickly detect the removal of a failure or quickly
recognize a false alarm has been triggered due to possible external
perturbations such as strong wind gusts.

Finally, it is critical that the probabilities quickly reach the
expected values that correctly describe the fault scenario. Indeed, the
estimated state vector of the system, which is the sum of the state
vectors of each EKF weighted by its corresponding probability, must
be sufficiently correct and accurate if this state estimate is fed back to
the controller.

VII. Improvements to the EMMAE-FDI System

This section describes the techniques that were added to enhance
the performance of the FDI system when there is very low excitation
of the system, particularly during steady level flight. To improve the
speed and the accuracy of the fault isolation, a supervision module is
designed for which the tasks are detailed next.

A. Design of an Active Fault Supervision Module (Supervisor)

The supervision module shown in Fig. 7 is designed to monitor
probability signals from the FDI. If an actuator-failure probability
exceeds a certain threshold for a certain period of time, then the
supervisor is designed to superimpose an artificial control signal on
the corresponding actuator.

If an actuator fails, the additional signal will have no effect on the
aircraft dynamics, but will help the FDI more quickly confirm the
failure of this actuator. On the other hand, if the actuator has not
actually failed, the aircraft will respond according to the additional
signal, and the FDI will then remove the fault assigned to this
actuator. If the corresponding fault probability falls below a certain
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threshold for a defined period of time, the supervisor removes the
superimposed signal.

Actuator excitation methods have already been developed for
system identification purposes. Null-space injection methods were
developed that work directly within optimization-based control
allocation approaches that generate actuator excitation while still
providing the desired pseudocommands [13,14]. In this work, the
excitation signals are adaptively controlled within the limits from 1 to
4 deg, with the function

Sex, (1) = {1 + 3[1 — pi(D)]} cos 2 f 1)

Note that an actuator is only being excited when its corresponding
fault probability p; exceeds 5%. Although better performance might
be expected if the excitation signals to each actuator were
independent and decorrelated, we used the same excitation signal for
all actuators. The frequency of the signal is to be chosen within the
range of the aircraft bandwidth (in our case, f; =1 Hz). The
excitation signal has an adaptive amplitude dependent on the
probability p; of actuator i to have failed. In this way, when the
probability p; is low, the excitation amplitude is large and vice versa.
Simulation results show that this adaptive amplitude for the
excitation signal efficiently improves the accuracy and speed for fault
isolation compared with a fixed-amplitude excitation signal. This
adaptive amplitude ensures that the actuator is excited as little as
possible, but still enough to isolate the fault or to remove a false
alarm.

This method is therefore a systematic way of testing each triggered
failure alarm, to confirm it or to remove it, hence making the FDI
more robust. Whereas other proposed schemes [3,15] suggest to have
the aircraft perform a health-check maneuver or diagnostic maneuver
as soon as a failure is detected, in the method of this paper, the
actuator is directly excited by the supervision module rather than by
the aircraft autopilot, yielding much faster and more accurate fault
isolation.

B. Simulation Results of the Performance of the EMMAE FDI (with
Supervision System)

1. Detection Performance

Figure § shows that the ailerons and rudder faults are quickly (2 s)
and accurately detected and isolated. The elevator faults take longer
to be isolated (about 5 s). However, the removal of all the faults is
detected in less than 2 s. Furthermore, there is no more ambiguity or
false detection among the actuator faults. Comparing the results
shown in Fig. 8 with those of Fig. 6, we see that the performance and
the robustness of the EMMAE-FDI system have greatly improved
due to the supervision module.

2. State Estimation Performance

Figure 9 shows a comparison between noiseless (and noisy)
measurements and the state estimate from the EMMAE method in
the implementation of Fig. 7. Clearly, despite a large amount of noise
in the sensor measurements, the state estimate accurately tracks the
true (noiseless) measurements, and the filtered data enable the
controller to generate control signals with less noise, which

facilitates fault detection and isolation as well as state estimation
from correct probability computations.

Furthermore, as shown in Fig. 10, the faulty control surface
deflection is well estimated in the case of a frozen actuator, but it is
slowly estimated in the case of uncontrolled square-wave motion of
the control surface. An engineering fix to have the EKF track the
faulty-actuator deflection is to increase the process noise on the
desired control input to the detriment of estimate accuracy. In
practice, however, it is more likely that an actuator simply gets
locked at a certain deflection or floats around the local and slowly
varying angle of attack, thereby reducing the challenge of estimating
the faulty-actuator deflection.

As mentioned, the simulations that are presented here are for
straight and level flight (i.e., the worst condition for any FDI
system). In practice, a small UAV is maneuvering almost all the
time, which further improves the results and the performance of the
FDI system.

VIII. Realistic Flight Scenario

In this section, the FDI system is tested in a realistic flight scenario,
in which the UAV takes off, tracks a predefined trajectory, and
follows an altitude and a speed reference profile. Dryden wind
turbulences are included in the simulation to test the robustness of the
FDI system in the presence of external disturbances. Figure 11 shows
the wind speeds in the north, east, and down directions. They
correspond to severe wind conditions for the type of aircraft
simulated, which is a small aerobatic model aircraft.

A. Testing the FDI System in Wind Conditions and Without
Actuator Faults

The left plot of Fig. 12 shows that the aircraft takes off at point 1
and flies successively in the direction of points 2, 3, ..., 6 and then
again flies the whole sequence of points. The overshoot during the
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Fig. 9 Comparison between noisy (on the left) or noiseless (on the right) measurements and the probability-weighted state estimate from the EMMAE

method.

turns after points 3 and 6 are due to the guidance system and the
excessive speed of the aircraft when approaching these points. Lower
speeds result in less overshoot. The speed profile shown in the top
right plot of Fig. 12 is chosen to cover a significant range of the
aircraft speed, to test the performance of the fault detection system at
different operating conditions. Obviously, the measured airspeed V
is corrupted by noise, like all the other measurement signals defined
in Sec. VI that are used by the Kalman filters in the FDI system. Also,
the altitude reference signal is chosen such that the aircraft has the
vertical motion depicted in the bottom right plot of Fig. 12.

Figure 13 shows the fault probabilities computed by the EMMAE
FDI under the condition of strong wind gusts. The usage of the active
actuator-fault supervision system helps in removing some false
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Fig. 10 True actuator positions and associated estimates (a position
estimate is only valid during the occurrence of a fault).
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alarms. Forexample, for 110 s < ¢ < 115 sor195 s <t <200 s, the
FDI system with no supervision module indicates that the ailerons
are failing, whereas with the supervision module, these two false
fault alarms do not appear. In such wind conditions, the active
supervision system would be more effective if the amplitude of the
excitation signals were bigger.

B. With Strong Winds, Actuator Faults,
and the Supervision Module

In this section, the previous flight scenario is simulated again with
the sequence of faults presented in Sec. VI.A. The fault-probability
signals for each actuator are generated by the EMMAE-FDI system
and are shown in Fig. 14. The FDI system detects and isolates the
actuator faults in less than 5 s for aileron 1 (Pbafl), 3 s for aileron 2
(Pbaf2), 2 s for elevator 1 (Pbaf3), 3 s for elevator 2 (Pbaf4), and 1 s
for the rudder (Pbaf5). In all cases, the removal of the fault is
accurately detected in less than a second.

North wind, m/s

East wind, m/s

Down wind, m/s

1 Wind speed in meters per second.
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Fig. 12 Flight simulation.

IX. Additional Filtering Stage
for the EMMAE-FDI System

The results shown in Fig. 14 are still not completely satisfactory,
because the fault-probability signals are noisy. To improve the
quality of the final fault diagnosis of the aircraft, an additional
filtering stage is added to the EMMAE-FDI system. As shown in
Fig. 15, each fault-probability signal p,, p,, ..., p; passes through a
low-pass filter, for which the cutoff frequency is 0.2 Hz, and a logic
block that sets its output to one if its input exceeds 0.6 and sets its

= 1
£ o5
R L L L L L
(o] 50 100 150 200 250 300
1
B 0.5
=2 OF . d AN :{
o 50 100 150 200 250 300
y oif j
< 0.
£ 5 - N P I, B - .
o 50 100 150 200 250 300
o 1F %
< 0.5 l
£ o ) Ao . A
o 50 100 150 200 250 300
< 1
2 0l
£ o NY Ao 1 l :[
o 50 100 150 200 250 300
o 1
T 05 l
T I\ N "
o 50 100 150 200 250 300
Time (s) Fault probability
5 1 T oy YT .
g osf T [y ™ ||E
R . . . . . .
o 50 100 150 200 250 300
- 1
B 05
£ OF - 1 ol 1 1 :{
o 50 100 150 200 250 300
~ 1
g osf | ]
£ o - 1 oA N 1 1
o 50 100 150 200 250 300
- 1
g os ]
8% N Lo L. I
o 50 100 150 200 250 300
% osf ]
< .
£ o N . I
o 50 100 150 200 250 300
© 1F
5 0.5
£ 7, A i
o 50 100 150 200 250 300

Time (s) Fault probability

Fig. 13 Fault probabilities in the case of strong winds, no actuator

fault, no active fault supervision system (top plot), and with active fault
supervision system (bottom plot).

output to zero when its input goes below 0.4. After passing through
this additional filtering stage, the signals of Fig. 14 are transformed
into the filtered actuator-fault probabilities p;, p,, ..., p;; they are
shown in Fig. 16. Although it takes longer to finally isolate the fault
in the system, on average 2.5 s, the results shown in Fig. 16 are in
accordance with the expected fault probabilities. We recall that this
simulation is made in severe wind conditions, flying the flight path
shown in Fig. 12 at different speeds and altitudes. Figure 16 shows
that noise levels in the probability signals p;, p,,..., p; are reduced
and they can be used to select alternative flight modes in a
reconfigurable flight controller, for example. Note that the excitation
signals are still triggered by the unfiltered probability signals that
come directly out of the EMMAE module.

X. Detection and Isolation of Simultaneous Failures

This section addresses the case of a second fault occurring
simultaneously in the system. The EMMAE FDl is slightly modified
to detect and isolate the occurrence of a second fault and to continue
the monitoring of the fault that first occurred. The system here
described works properly for the detection and isolation of the
second fault as long as the first fault does not change (i.e., the faulty
control surface remains locked). In such a case, the filter i that
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Fig. 14 Fault probabilities in the case of severe wind, with a sequence of
actuator faults, with the active fault supervision system.
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isolated the first actuator fault provides an estimation of the

deflection of the faulty control surface. This estimation g,- isused as a
new input instead of the input §; for all the other filters in the bank of

EKFs in the EMMAE FDI. Note that the value of § ; used as input for
the other filters must be the value before the second fault occurred.
Indeed, when the second fault k£ occurs, then the ith filter has an input

8, that is false, leading to the wrong estimation of §;. Figure 17 shows
the modifications that are to be made at the input of the EKFs in the
case of the first failure occurring on actuator 1.

Figure 18 shows the probability signals py, p», ..., p; generated at
the output of the FDI system shown in Fig. 15. Aileron 1 fails
between 30s<t<110s and elevator 1 fails between
50 s <t <90 s. Pbaf11 indicates the probability of aileron 1 failing
only, Pbaf13 indicates the probably of both actuators (aileron 1 and
elevator 1) failing at the same time. The system can properly detect
and isolate the fault situations. The flight scenario that yields the
results of Figs. 18 and 19 corresponds to straight level flight with no
wind. The maximum time delay needed to isolate the first fault is 3.8
and 2 s for the second failure.
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Fig. 15 Complete architecture of the active actuator-fault detection,
isolation and supervision system.
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Fig. 19 Estimation of the deflection of the faulty control surfaces.

Figure 19 shows the estimation of the deflection of the faulty
control surfaces. As expected, the estimation of the position of the
failing aileron is valid as long as the second fault is not introduced (i.
e., between the time intervals 30 s < r < 50 sand 90 s < t < 110 s).
The deflection of the failing elevator is properly estimated during the
occurrence of the corresponding fault between 50 s < t < 90 s.

XI. Possible Usage of the EMMAE-FDI Module
for a Reconfigurable Flight Control System

The design of a reconfiguring control system in the event of a
major failure or damage is a challenging task [16]. Many papers show
how to build an adaptive controller using a multiple-model structure.
An overview of these architectures and their robustness properties
can be found in [17]. This section shows a new feature of the
EMMAE FDI, which consists of using the estimation of the faulty
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Table A1 Aircraft parameters

Name Description Value Name Description Value
Cp, = —C., Dimensionless aileron roll-torque effectiveness 3.395x 1072 Cy; Dimensionless side-force derivative —3.79 x 1072
C., =—C,, Dimensionless elevator roll-torque effectiveness ~ 4.85 x 1073 C;  Dimensionless lift derivative 1.29 x 1072

m,, = Cy, Dimensionless aileron pitch-torque effectiveness ~ 2.725 x 107! Cz,  Dimensionless lift derivative —3.25
wm, = Cy,  Dimensionless elevator pitch-torque 3.89 x 1072 Cy, Dimensionless pitch derivative for the angle of —9.03 x 1072
effectiveness attack
Crp Dimensionless roll derivative for scaled pitch —-1.92x 107! Cy;  Dimensionless pitch derivative for scaled pitch —-9.83
rate p = bp/(2Vy) rate ¢ = c¢q/(2Vy)
Cr; Dimensionless roll derivative for scaled yaw 3.61 x 1072 Cy;  Dimensionless yaw derivative for scaled yaw rate  —2.14 x 107!
rate ¥ = br/(2Vy) r=br/(2V;)
Crg Dimensionless roll derivative for the sideslip —1.30 x 1072 Cyg  Dimensionless yaw derivative for the sideslip 8.67 x 1072
angle angle
Cy, Dimensionless drag derivative —2.12x 1072 Cy; Dimensionless drag derivative —1.55
Cx, Dimensionless drag derivative —2.66 x 1072 Cy, Dimensionless drag derivative —4.01 x 107!

control surface to reconfigure part of the control system depicted in
Fig. 7, using control allocation techniques [18-20].

The controller generates a virtual control command v =
[C, Cy Cy]" in terms of desired roll, pitch, and yaw torque. This
virtual command v is passed to the control allocator, which is
provided with each actuator’s position limits and effectiveness to
produce any torque component of the v signal. A constrained
optimization problem is then solved online to optimally generate
control signals for actuators.

The control allocator is responsible for distributing the desired
moments among a set of actuators. Therefore, if the control allocator
is provided with information that a faulty control surface is deflected
at a certain angle, then the control allocator can generate an
appropriate command to the unfailed actuators in an optimal manner
(i.e., by taking advantage of the torque already generated by the
faulty actuator). A method to indicate to the control allocator which
actuator has failed and at what position is to have the supervision
module merge the upper and lower deflection limits §; .., and 6; i, of
the failed actuator i and make these limits equal to the estimated

deflection §, ; of actuator i computed by the corresponding EKF. This
method allows the faulty actuator to be frozen or floating at any

position. Moreover, because §; is actually the estimate for the
deflection angle of a control surface, this method is still valid for a
mechanical-link failure between an actuator (servo) and its
corresponding control surface (flap). A complete description of this
reconfigurable control allocator can be found in [20].

XII. Conclusions

The extended multiple-model adaptive-estimation fault detection
and isolation (EMMAE-FDI) algorithm, combined with an active
supervision module, offers fast and accurate fault detection and
isolation. Moreover, the addition of the estimation of the faulty
control surface deflection in the state vector makes the method
applicable for actuator failures such as frozen or floating at an
arbitrary position. Only one filter is needed to monitor the health of a
single actuator. The filters used in the EMMAE FDI are extended
Kalman filters that provide nonlinear state estimation at any flight
operating condition. An active fault detection and isolation technique
is developed, which generates appropriate artificial excitation of the
aircraft when needed. An additional filtering stage for the fault-
probability signals was designed to enhance the robustness of the
diagnosis, even in the event of severe wind turbulence. The whole
system was demonstrated using nonlinear simulations of a realistic
flight scenario. The FDI system was shown to be capable of handling
two simultaneous actuator failures. Finally, when a fault is clearly
isolated, the faulty-actuator deflection estimate can be advanta-
geously used to modify online the settings of a control allocator,
making the whole system suitable for flight control reconfiguration
without any change in the initial controller or any additional actuator
position sensor.

Appendix A: Parameters of the Aircraft Model

The aerodynamic forces are defined in the wind frame w as
follows:

X" = GS(Cy; + Cxo0t + Cx30® + Cyu %)
Y* =gSCy B, 7" = qS(Cy + Cpa)

aircraft mass m = 28 kg, aerodynamic mean chord ¢ = 0.58 m,
wingspan b = 3.1 m, wing surface S = 1.80 m?, and inertia matrix

256 0 0.5

I=| 0 109 0 |[kegm?]
0.5 0 113
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